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YMCA FG Fairthorne Group (YMCA FG) recognises the requirements placed upon it by the Data Protection Act 2018 and UK GDPR to receive, record, organise, store, protect and destroy data concerning its clients, employees and volunteers.  
The purpose is to protect an individual’s rights and freedoms and to ensure that personal data is not processed without their knowledge, and, wherever possible, that it is processed with their consent. 
YMCA FG will abide by the data protection principles of information is:
· used fairly, lawfully and transparently
· used for specified, explicit purposes
· used in a way that is adequate, relevant and limited to only what is necessary
· accurate and, where necessary, kept up to date
· kept for no longer than is necessary
· handled in a way that ensures appropriate security, including protection against unlawful or unauthorised processing, access, loss, destruction or damage

Governance, Compliance and Accountability
· YMCA FG is a data controller and data processor.  The trustees, senior leadership and managers are responsible for developing and encouraging good information handling practices within the organisation.
· We have appointed a Data Protection Officer (DPO) who has responsibility for the overall supervision, implementation and ongoing compliance with the data protection laws. The DPO will have the relevant skills and resource to fully implement this policy.
· Compliance with data protection legislation is the responsibility of all employees who process personal data and forms part of the YMCA FG induction, training and performance management process. Employees are responsible for ensuring that any personal data about them and supplied by them to the YMCA FG is accurate. 
· Each organisation function is monitored for compliance, review and improvement with regards to regulations.
· We monitor news and updates to stay abreast of updates, notifications and additional requirements.
· We have robust and documented Complaint Handling and Data Breach controls for identifying, investigating, reviewing and reporting any breaches or complaints with regards to data protection.
· We have developed and documented appropriate technical and organisational measures and controls for personal data security.
Rights
All customers, employees and potential employees have the following rights concerning their personal data:
a. To be informed - about the collection and use of your personal data at the time we collect it, including who we share it with, , why we process it, how long we retain it and your rights.
b. Right of access (Subject Access Request or SAR) – you have a right to request access to the personal date we hold about you and to receive a copy of that data, together with information on how it is processed. 
c. To rectification – to have inaccurate personal data corrected, either verbally or in writing. 
d. To erasure – to request deletion of your personal data where applicable under data protection law and to object to direct marketing.
e. To restrict processing – to request that we limit how we use your data whilst still retaining it.
f. To data portability – to obtain and reuse your personal data across different services.
g. To object – to processing based on legitimate interests, public tasks direct marketing or research/statistical purposes.
h. Rights relating to automated decision-making and profiling – to not be subject to decisions made without human involvement where these have legal or significant effects.

Exercising your rights
a. You can exercise your rights, including making a Subject Access Request (SAR), by contacting YMCA FG via any communication channel or emailing DPO@ymca-fg.org
b. We will respond without undue delay and within one calendar month of receiving your request. This may be extended where permitted by law.
c. We may ask you to verify your identity before processing your request to ensure your information remains secure.
d. All rights are manged by the Data Protection Office (DPO), and record of requests and outcomes are maintained securely.
e. If you are not satisfied with how we handle your request, you have the right to complain to the Information Commissioners Office (ICO)

Privacy Notice
A privacy notice outlines how, why and when we gather and process personal information in compliance with the relevant data protection regulation, as well as providing an outline of the necessary information regarding rights and obligations. YMCA FG has the following privacy notices for the collection and processing of personal data:
· Customer Privacy Notice – relating to customers and recipients of YMCA FG services
· Staff Privacy Notice – relating to current and former employees and volunteers 
· Recruitment Privacy Notice – relating to job applicants. 

All YMCA FG privacy notices are on our website and the YMCA FG SharePoint site.  Privacy notices are referred to in relevant correspondent to the above groups. 



Documenting Lawful Basis
When we process personal data, we always identify and establish the legal basis for doing so. This is determined by the purpose and relationship with the individual:
a. Consent to the processing of their personal data for one or more specific purposes
b. Deliver a contract or to take steps to deliver a contract e.g. to provide a quote.
c. Protect the vital interests of a data subject e.g. providing medical information in an emergency.
d. Legal obligation e.g. informing OFSTED of an incident
e. Legitimate interests e.g. where people would expect us to process data, such as a Daycamp booking for a child 
f. Special category data – see below

The lawful basis for the data identified in our privacy notices is documented in a spreadsheet called Lawful Basis which is stored in the relevant section of SharePoint.

Consent
YMCA FG understands consent to mean that it has been explicitly and freely given by statement or a clear affirmative action, signifying agreement to the processing of personal data. 
· Consent is required when no other lawful basis applies.
· Consent will always be sought but if consent is not in place and other lawful basis applies, YMCA FG will still take action.
· In most instances, consent to process personal and sensitive data is obtained routinely using standard consent documents e.g. booking conditions for a service. 
· For sensitive data, explicit written consent must be obtained unless an alternative legitimate basis for processing exists.
· Consent can be withdrawn at any time.
· Consent is stored on the relevant processing software and/or YMCA FG SharePoint.
· Where processing relates to a child under 13 years old, consent must be given by the person with parental responsibility for the child. YMCA FG will demonstrate reasonable efforts to verify the age of the child and establish the authenticity of the parental responsibility. YMCA FG will use the Fraser Gillick Competency guidelines to determine a child’s capacity to consent, including the consideration of balancing a child’s rights with our responsibility to keep children safe from harm.

Special Category Data
Special category data is personal data which is more sensitive and therefore requires more protection.  Data will only be collected and processed where we have explicit consent under one of the following conditions:
1. the data subject has given explicit consent to the processing of those personal data for one or more specified purposes, except where Union or Member State law provide that the prohibition referred to in paragraph 1 may not be lifted by the data subject;
2. processing is necessary for the purposes of carrying out the obligations and exercising specific rights of the controller or of the data subject in the field of employment and social security and social protection law in so far as it is authorised by Union or Member State law or a collective agreement pursuant to Member State law providing for appropriate safeguards for the fundamental rights and the interests of the data subject;
3. processing is necessary to protect the vital interests of the data subject or of another natural person where the data subject is physically or legally incapable of giving consent;
4. processing is carried out in the course of its legitimate activities with appropriate safeguards by a foundation, association or any other not-for-profit body with a political, philosophical, religious or trade union aim and on condition that the processing relates solely to the members or to former members of the body or to persons who have regular contact with it in connection with its purposes and that the personal data are not disclosed outside that body without the consent of the data subjects;
5. processing relates to personal data which are manifestly made public by the data subject;
6. processing is necessary for the establishment, exercise or defence of legal claims or whenever courts are acting in their judicial capacity;
7. processing is necessary for reasons of substantial public interest, on the basis of Union or Member State law which shall be proportionate to the aim pursued, respect the essence of the right to data protection and provide for suitable and specific measures to safeguard the fundamental rights and the interests of the data subject;
8. processing is necessary for the purposes of preventive or occupational medicine, for the assessment of the working capacity of the employee, medical diagnosis, the provision of health or social care or treatment or the management of health or social care systems and services on the basis of Union or Member State law or pursuant to contract with a health professional and subject to the conditions and safeguards referred to in paragraph 3;
9. processing is necessary for reasons of public interest in the area of public health, such as protecting against serious cross-border threats to health or ensuring high standards of quality and safety of health care and of medicinal products or medical devices, on the basis of Union or Member State law which provides for suitable and specific measures to safeguard the rights and freedoms of the data subject, in particular professional secrecy;
10. processing is necessary for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes in accordance with Article 89(1) based on Union or Member State law which shall be proportionate to the aim pursued, respect the essence of the right to data protection and provide for suitable and specific measures to safeguard the fundamental rights and the interests of the data subject.

Data Breaches
A personal data breach means a breach of security leading to the accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to, personal data. This includes breaches that are the result of both accidental and deliberate causes. It also means that a breach is more than just about losing personal data.

If an incident takes place, we will establish whether a personal data breach has occurred and, if so, promptly take steps to address it, including informing the ICO if required.
Examples
Personal data breaches can include:
· access by an unauthorised third party;
· deliberate or accidental action (or inaction) by a controller or processor;
· sending personal data to an incorrect recipient;
· computing devices containing personal data being lost or stolen;
· alteration of personal data without permission; and
· loss of availability of personal data.

A personal data breach can be broadly defined as a security incident that has affected the confidentiality, integrity or availability of personal data. In short, there will be a personal data breach whenever any personal data is accidentally lost, destroyed, corrupted or disclosed; if someone accesses the data or passes it on without proper authorisation; or if the data is made unavailable and this unavailability has a significant negative effect on individuals.

Detecting & investigating a data breach 
We perform regular checks and assessments on how the personal data we process is obtained, used, stored and shared to prevent data breaches. If a data breach is detected, the following steps are followed:
1. The DPO must be immediately informed using any communication method. The DPO will request this be followed up in writing.
2. The DPO will assess the immediacy and severity of the situation and will either make a decision or commission an investigation, which will be led by a senior member of staff. Where immediate action needs to be taken, DPO will instruct this, including changes to procedures if necessary.
3. Investigation findings will include recommendations which will be the responsibility of the director team to implement.
4. The DPO will log the breach in the Data Breach Log and file copies of related correspondence.
5. The DPO will identify whether the ICO should be informed (required within 72 hours).

When & how to inform the ICO of a data breach
If a personal data breach has occurred, the DPO will assess the potential negative consequences for individuals:
· if there is a risk to people’s rights and freedoms, the risks will be justified and documented, and we will contact the ICO. 
· Breaches must be reported within 72 hours of the breach. Contact the ICO on 0303 1231113 or visit https://ico.org.uk/for-organisations/report-a-breach/  
· If there is no risk, the breach will be documented but not reported. 

Further guidance regarding data breaches can be found at Personal data breaches | ICO . 
  
Privacy by design & information storage
Information Storage
Information is stored on a long-term basis in the following formats: 
· Documents on a secure file server via Microsoft SharePoint
· Housing information on InForm
· Customer and staff information on Moodle
· Nursery information on Connect
· Customer information on NetSuite CRM
· Customer Information on Cinnolla
· Donor and supporter information on Donorbox
· Emails using Outlook and Wired+ (see Information Distribution, below)
· Staff information on Cascade HR 
· Automatic Number Plate Recognition (ANPR) data is stored as part of Fairthorne Manor’s security systems.
· Spreadsheets in access-protected areas of SharePoint, to be used only for data which cannot be used in the above system.
This information is backed up either in Azure or other hosted environments using secure methods in the UK, or in the case of NetSuite, the EEA.  No personal information should be stored locally on PCs or desktops.
Information may be stored on a short-term basis in the following formats:
· Approved portable PCs such as YMCA FG issued laptops and smart phones. Senior staff and staff with access to sensitive data outside of the YMCA FG network access data using multi-factor authentication. Files stored locally on YMCA FG laptops are encrypted.  Such equipment should have a password protected lock or log in. 
· Paper-based for the purposes of assessment, supervision and meetings.
· CCTV recordings are stored on local hard drives in password protected lockable locations with data overwritten every 60 days.
When such devices contain information, they must be kept in a locked safe when not in direct use and the information deleted immediately it is no longer needed. 
A separate record summarising the type of information that is stored on these devices should be kept in case of data theft (see below).
· Access is restricted to shadow IT to ensure data is not transferred outside of our network via personal accounts.
· USB or thumb drives are not permitted for transferring presentations or other documents.

Information Distribution
Internal distribution
Information should only be shared with members of staff who have a direct interest in the content and where the content is directly relevant to their work. 
Internal sharing of information should be done using permissions access for approved systems only. This means that any files or folders in any system should be accessible by approved persons only, and the information itself should not be distributed outside of those systems. Please refer to each service’s confidentiality operating procedures.
On occasion it may be required to send information within the organisation by email, eg to all staff using personal email addresses. This should be done using a dedicated email generation system. On no occasion should information be distributed by coping emails into a CC or BCC field in an email generated from a personal account.

External distribution (Data Transfers)
Data is only transferred for legal and necessary purposes, utilising a process that ensures such data is encrypted with a secret key and where possible is also subject to data minimisation. It is the responsibility of each manager to ascertain whether information should be shared with an external agency, in consultation with the DPO.
We use approved, secure methods of transfer. All data being transferred is noted on our information audit so that tracking is easily available, and authorisation is accessible. 

Data held on electronic systems
Personal data of employees in network systems, computer systems, communication equipment used by employees, access controls and other internal management / administration is not subject to minimum or maximum retention requirements.
All data stored externally is encrypted and password protected. Security permissions are set for all electronic data access.
Connect, InForm, Cascade, and SharePoint are all stored on an external datacentre contracted via an external IT support company. Records are backed up overnight and kept for 30 days after which they are overwritten. 
Netsuite is stored on an external mirrored datacentre contracted via an external IT support company and backed up every day. YMCA FG puts data out of use via local file deletion.
CCTV records are stored for a maximum of 60 days on password protected local CCTV hard drives on lockable locations.

Records of Processing Activities
YMCA FG maintains records of all processing activities and our internal records contain the following information:
· Our full name and contact details and the name and contact details of the Data Protection Officer. 
· The purposes of the processing
· A description of the categories of data subjects and of the categories of personal data
· The categories of recipients to whom the personal data has or will be disclosed 
· Where possible, the envisaged time limits for erasure of the different categories of data
· A general description of the processing security measures 

Third Party Processors
The YMCA FG uses external processors for certain processes. Such external processing includes (but is not limited to): 
· IT Systems and Services
· Financial Processing Services
· Legal Services
· Debt Collection Services
· Human Resources

We have strict due diligence procedures in place and review, assess and background check all processors prior to forming a business relationship. We obtain company documents, references and ensure that the processor is adequate, appropriate and effective for the task we are employing them for.  We check privacy notice and data protection compliance and require non-disclosure and/or service level agreements where appropriate.

Data Retention 
1. Data Retention 
The Information Commissioner obliges us to:
· adhere to all of the rights of the Data Protection Act 2018
· review the length of time we keep personal data (including taking into account document retention requirements under UK law and individual contracts)
· consider the purpose or purposes we hold information for in deciding whether (and for how long) to retain it
· securely delete information that is no longer needed for this purpose or these purposes
· update, archive or securely delete information if it goes out of date.

Relevant legislation
· Data Protection Act 2018 
· Companies Act 2006
· Limitation Act 1980
· VAT Act 1994
· Taxes Management Act 1970
· Income Tax (PAYE) Regulations 2003
· Finance Act 1998
· Corporation Tax Act 2010
· Customs and Excise Management Act 1979
· Money Laundering Regulations 2007
· Registered Pension Scheme (Provision of Information) Regulations 2006
· Control of Substances Hazardous to Health Regulation 2002
· RIDDOR Regulations 2013
· SI 1986/1960, SI 1982/894, SI 2003/2682, SI 1998/1833
· National Minimum Wage Act 1998, National Minimum Wage Regulations 1999

General Company Records
All business contracts, agreements and arrangements will be stored for the length of the contract and for a period of 6 years afterwards. Records are retained on an electronic database and paper copies in locked storage.
Pension records will be stored for a minimum of 6 years.
VAT records will be stored for an indefinite period, and a minimum of 6 years.
Company accounts are kept for an indefinite period. Records are retained on an electronic database.
Board meeting minutes, resolutions, and details of company directors are kept for an indefinite period. Records are retained on an electronic database.
CCTV records are kept for 60 days after which they are overwritten.
Cardholder information from payment cards is handled in accordance with YMCA FG’s financial controls policy.



HR records
All financial records including payroll and salary, sickness, maternity pay, PAYE and pension may be kept indefinitely. Records are retained on an electronic database.
All employment contract records, training records, written particulars of employment, identification documents, changes to terms and conditions, working time regulations, correspondence and other agreements between YMCA FG and an employee are kept for a minimum period of 3 years and a maximum period of 6 years after termination of employment, after which they are put beyond use. 
Data of rejected job applicants will be put beyond use or destroyed, unless the applicant wishes to remain on file for future posts.
DBS certificate copies may be held by HR in order to support safer recruitment processes. Once no longer required, the DBS certificate copy should be put out of use and only the staff member or volunteer’s name, certificate number, date of issue and name of the person who made the DBS application should be retained. 
DBS certificate copies must not be held in any form in branches and only the staff member or volunteer’s name, certificate number, date of issue and name of the person who made the DBS application should be retained. When the staff member or volunteer’s role is terminated, this information should be provided to HR and put out of use at the local branch.

Customer and Member Records
Customers have the opportunity to unsubscribe or amend marketing preferences with every communication.  Customer accounts that have not been used for 5 years are made inactive and personal information we are not required by law to retain, will be put beyond use.

Nursery 
Children’s records will be kept for a period of 3 years after they have left the nursery. This includes registers, incident forms, learning journeys, and other records as required to deliver the EYFS. Children’s Learning Journeys will be shared with the school the child is transitioning to in electronic form. These files are stored on our online system, SharePoint, and paper copies are destroyed within 12 months of a child leaving nursery.
All accident reports are kept until child reaches the age of 21, or indefinitely in the case of a child with a disability.
Please see below for data relating to Child Protection and Safeguarding.

Daycamps
[bookmark: _Hlk514141412][bookmark: _Hlk514141517]Children’s records will be kept for a period of 3 years after they last attended Daycamps. This includes registers, incident forms and investigation reports. These files are stored on our online system, SharePoint, and paper copies are destroyed. Please see below for data relating to Child Protection and Safeguarding.
All accident reports are kept until child reaches the age of 21, or indefinitely in the case of a child with a disability.



Group visits
Children’s records will be kept for a period of 3 years after they attended with their group. This includes incident forms, rooming lists, dietary requirements, and investigation reports.  These files are stored on our online system, SharePoint, or NetSuite CRM.  Paper copies are destroyed. Please see below for data relating to Child Protection and Safeguarding.
All accident reports are kept until child reaches the age of 21, or indefinitely in the case of a child with a disability.

Housing
We are obliged to retain housing resident records for a period of 7 years after they have moved out. Records are stored electronically for a period of 7 years, then put out of use through deletion. Paper based records are archived by scanning to SharePoint in folders labelled with a destroy date. Paper records are destroyed.
All accident reports are kept until young person reaches the age of 21, or indefinitely in the case of a young person with a disability.

Support services (e.g. young carers, support in housing, youth services)
Records are kept for a period of 3 years after the person last accessed the service. This is because service users often return to the service after having left for a period of time. 
Paper based records are archived by scanning to SharePoint in folders labelled with a destroy date. Paper records are destroyed. Electronic database records are put out of use by local deletion.
All accident reports are kept until child reaches the age of 21, or indefinitely in the case of a child with a disability.

Health and safety
Medical and safety records for employees under health surveillance will be kept indefinitely, and for a minimum of 40 years, if the employee has worked under dangerous conditions, come into contact with substances hazardous to health, including biological agents, asbestos and radiation. These records will be kept separate to HR and finance records.
RIDDOR records will be kept indefinitely, and for a minimum of 3 years.

Child Protection and Safeguarding 
Any records relating to Child Protection will be kept until the child reaches the age of 25, or until/unless a formal inquiry requests their disposal. This includes case files and investigation notes but not DBS certificate copies. All data will be stored electronically and paper copies destroyed. 
Any records relating to an allegation against a member of staff will be kept on that staff member’s personnel file for 10 years or until they reach normal pension age, whichever is the longer period. This data will be stored electronically only within the secure staff allegation area of YMCA FG’s systems. Further guidance is available at: Child protection records retention and storage guidelines (nspcc.org.uk). 

DBS certificate copies must not be held in any form in branches and only the staff member or volunteer’s name, certificate number, date of issue and name of the person who made the DBS application should be retained on our HR and DBS systems. 

Data held on electronic systems
Personal data of employees in network systems, computer systems, communication equipment used by employees, access controls and other internal management / administration is not subject to minimum or maximum retention requirements.
All data stored externally is encrypted and password protected. Security permissions are set for all electronic data access.
All data is stored at external data centres contracted via external IT support companies. Contracts with support companies describe how they are compliant with legislation and/or records of their privacy notice and/or data protection policy are checked and retained. Records are backed up overnight and kept for 30 days after which they are overwritten. YMCA FG puts data out of use via local file deletion.

Hardware data destruction
Hardware is taken to a computer company which erases all remaining information on the hard disk using software approved by CESG, to the Infosec 5 standard. Certificates are obtained.
Reference
The embedded guide has been used as a reference source for this policy.

 
YMCA FG Fairthorne Group (YMCA FG) operates a range of surveillance camera systems on multiple sites. This includes:
· Recorded and live-viewed CCTV to enable the protection of people and property and to provide information for review in the event of an incident.  
· Video door entry systems in some settings which allow viewing of visitors but not recording
· Baby monitors used in all early year’s settings located in sleep rooms which allow for listening but not recording. 
· ANPR to enable automatic vehicle access and/or manage parking. ANPR parking systems on some sites are operated by third parties These third parties will follow their own operating procedures, but the ANPR locations are included in this policy and are part of YMCA FG’s periodic review of systems. 
YMCA FG does not use surveillance systems to actively monitor staff except in situations where the staff member requests monitoring because they may be at risk. For example, holding a 1-1 support discussion with a young person known to display challenging behaviour. In such a circumstance the staff member may request to be monitored during the meeting. 
In the event of a serious incident or allegation in an area where recorded CCTV is in operation, authorised staff may review the footage for information about the incident.
Any misuse of systems should be reported to senior management.
YMCA FG adheres to the 12 principal code of practice of the Surveillance Camera Commissioner. This policy is to be used in conjunction with the Data Protection and Information Security Policy.

CCTV Operating Policy

Sites, Coverage and Purpose

YMCA Fairthorne Manor – CCTV and ANPR are located at the driveway barrier to record people entering the secure/private part of the site. CCTV is positioned outside the Family Park reception, and staff can view who is coming through the barrier. The purpose of CCTV is to allow staff to be aware of who is on site. The CCTV system also runs an ANPR which automatically raises the barrier for registered vehicles. The CCTV system also records door entry into Fairthorne Manor from door passes. These door passes are held in a central registration as belonging to named staff members. All systems are run by YMCA FG.
YMCA George Williams House – CCTV is located throughout the building and external routes and entrances. It is monitored by waking staff and records activity. CCTV is managed by YMCA FG.
YMCA Southampton Housing Satellites (Wilton and Firgrove) - CCTV covers external routes and entrances. It is monitored remotely by waking staff and records activity. CCTV is managed by YMCA FG.
YMCA Newtown Youth and Community Centre - CCTV covers external routes and entrances. It is monitored remotely by waking staff and records activity. CCTV is managed by YMCA FG.
YMCA The Lodge Isle of Wight - CCTV covers external routes and entrances. It is rarely actively monitored by waking staff but can be accessed via an internet connection. It records activity. CCTV is managed by YMCA FG.
YMCA Basingstoke – CCTV is located throughout the building and external routes and entrances. It is monitored by waking staff and records activity. CCTV is managed by YMCA FG. ANPR is located at the driveway entrance to the site and is linked to a tablet in reception where visitors can register their vehicle for parking. The ANPR system is run by a Third Party who manage the car park and who can issue fines for breach of parking contract.
YMCA Eastleigh - ANPR is located at the driveway entrance to the site and is linked to a tablet in reception where visitors can register their vehicle for parking. The ANPR system is run by a Third Party who manage the car park and who can issue fines for breach of parking contract. A video door entry system is used for entering the nursery.
YMCA St Marys Newport - A video door entry system is used for entering the nursery.
YMCA Andover - A video door entry system is used for entering the nursery.

Responsibilities
Each service manager is responsible for surveillance systems at their site. 




Review
All systems are reviewed in line with needs: when being repaired, when usage purposes change, when building layouts change and at end of life/replacement.

Privacy Impact Assessments
At each review the need for a Privacy Impact Assessment is reviewed. In the current policy, none of the current operations are deemed to require a Privacy Impact Assessment because processing does not result in a high risk to the rights and freedoms of natural persons.

Signage
Signage is in place at all sites to identify that surveillance is taking place and who to contact. If people wish to raise queries or complaints, sites either have a staffed reception area (24 hours) or a member of staff to contact such as a duty telephone. Complaints will be escalated into YMCA FG’s complaints procedure.

Policies and procedures
Each service manager is required to develop and publish operating procedures and ensure staff are suitably trained. These must include procedures for who has access to the information and information disclosures. 

Information retention
Recordings are kept for 60 days in line with our Data Protection Policy, unless we are required to store them for longer under instruction from a statutory body. It is the responsibility of each service manager to ensure that information/images are deleted once no longer needed.
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A QUICK GUIDE TO RECORDS MANAGEMENT AND RETENTION

MEETING YOUR CORPORATE
DATA CHALLENGES

We are all faced with an ever increasing volume

of records, including emails and traditional paper
documents. Legislation and regulation covering

records management is so complex and far-reaching
that compliance can become a major challenge as well
as a drain on your resources. This makes a mandatory
retention policy indispensable for minimising both
business risks and the chance of costly litigation, caused
either by destroying information before, or retaining it
beyond, the end of its legally required retention period.

This guide gives you an overview of the regulations
governing record retention and the relevant legal issues.
The quick references help you cut through the complexity
and get a clear picture of different record types and

their business functions, as well as the legislation

that affects them. It also offers practical suggestions

to meet challenges.
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WHY COMPLY?

Fines for non-compliance are increasing

Risk of investigatory audits by the authorities

Reputational risks are substantial with an ever less
tolerant public

Risk of prosecution, claims for damages or claims
for injunctions in civil proceedings

It pays to be compliant: don't store what you don’t need to

An inventory is not a maybe, it's a must

‘BECAUSE | DON'T KNOW
WHAT TO KEEP AND WHAT
TO DESTROY, I'M STORING
TOO MUCH AND EXPOSING
MYSELF TO CONSIDERABLE
LEGAL RISK.

‘DESTRUCTION IS AN
ARBITRARY PROCESS
THAT | CAN'T CONTROL.

‘I HAVE TO RE-EVALUATE
MY PROCESSES EVERY
TIME A NEW REGULATION
COMES OUT!





A QUICK GUIDE TO RECORDS MANAGEMENT AND RETENTION

THE BENEFITS OF
COMPLIANT RECORDS MANAGEMENT

Effective records management is about planning, organising
and controlling the different stages in the life of a record

- from its creation, through its active and inactive periods,
to its destruction or permanent storage. Efficient records
management meets the dual needs of providing easy
retrieval of information while keeping costs to a minimum.

A comprehensive records management programme gives
you immediate and long-term benefits:

Controlling record volumes

Implementing a records retention schedule and destroying
unnecessary records can cut your physical and digital
storage requirement by up to 40%. Managing the
creation of new records will reduce the costs of
organising, maintaining and disposing of them.

Improving access to information

With the right systems and procedures in place you can
respond faster to business challenges, provide better
customer service and make informed decisions.

Ensuring regulatory compliance

You're faced with a multitude of industry-specific rules,
national laws and European regulations on corporate
bookkeeping and records conversion, retention and
maintenance. A records management programme
determines which records must be kept and for

how long, in order to remain compliant.
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Improving efficiency and productivity

Poor record keeping and badly managed or non-integrated
systems mean costly delays when searching for misfiled
records and prevents timely meeting of e-discovery orders
or governmental subpoenas.

Safequarding critical information

It is estimated that more than a third of all businesses

that suffer a disaster never resume operations.

An efficient records management programme ensures that
you have protected copies of all business-critical records.

WHAT DOES COMPLIANCE INVOLVE?

Knowing the requirements - European, national and sector

Seeking appropriate legal advice to help you create your
own retention schedule

Closed chain of custody - knowing what you've got and where
it is, and monitoring who gained access for what purposes

Secure, organised storage

Secure, timely destruction

36% OF COMPANIES KEEP
ALL THEIR INFORMATION
IN CASE IT IS NEEDED

41% OF COMPANIES SEE
MANAGING THEIR PAPER
LEGACY AS A MAJOR
FUTURE CHALLENGE

31% OF COMPANIES SEEK
LEGAL ADVICE REGARDING
DATA RETENTION BEFORE
TAKING ACTION

SOURCE: BEYOND AWARENESS: THE GROWING URGENCY
OF DATA MANAGEMENT FOR THE EUROPEAN MID-MARKET -
PWC REPORT IN CONJUNCTION WITH IRON MOUNTAIN, 2013
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RECORDS MANAGEMENT CASE STUDIES

The following are some examples of different companies across Europe that enjoyed the benefits of an effective records

management strategy.

MANUFACTURING - BAE SYSTEMS

The challenge

BAE Systems is one of the world's leading defence
manufacturers employing over 100,000 people in locations
across the world. In 2004, the company identified a problem.
Paper records were stored in disparate locations ranging from
cupboards to large containers and document retrieval processes
entailed a risk of loss or damage. BAE was looking for a solution
that would help better organise its information and safequard
their valuable information assets in highly secure facilities.

The solution

Dedicated Iron Mountain experts work on-site to manage
indexing, storage, retrieval and transport

200,000 cubic feet of records stored at Iron Mountain
facilities which meet the stringent security standards required

Highly classified documents stored in dedicated vault with
relevant Iron Mountain staff vetted by the Ministry of Defence

PROFESSIONAL SERVICES -
KPMG - THE NETHERLANDS

The challenge

KPMG The Netherlands offers audit and tax consultancy
services. The company has over 4,000 employees in

15 offices across the Netherlands. Audit firms in the
Netherlands have to comply with strict regulations governing
records management. The company found that requirements
for the safe storage and transport of documents were
making these operations too complicated and expensive

to handle themselves.

The solution

Iron Mountain active file management offered KPMG The
Netherlands the dual benefits of fast, authorised access
and compliant, secure storage

Twice-daily scheduled visits by vetted Iron Mountain staff
pick up and drop off required documents in state-of-the-
art secure vehicles

Iron Mountain catalogues statutory retention periods and
carries out secure destruction as appropriate

IM Connect™, the Iron Mountain online customer portal,
allows authorised BAE personnel to find documents and
securely request retrieval

Value
BAE Systems has benefited from enhanced customer
confidence in a highly security-conscious industry.
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Barcode scanning and a strict chain of custody make
files fully traceable, and support compliance with
strict regulations

Value
As well as being able to meet compliance needs, KPMG
The Netherlands has reduced costs and saved space.










BEST PRACTICE FOR COMPLIANT RECORDS MANAGEMENT

FOUR STEPS TO A COMPLIANT RECORDS
MANAGEMENT PROGRAMME

The four steps below describe best practices that can help
you with the ongoing development of your own compliant
information management programme.

CREATING A RECORDS
RETENTION POLICY

INDEXING AND ARCHIVING
OF RECORDS

ENSURING CERTIFIED
DESTRUCTION OF RECORDS

OFF-SITE STORAGE
OF BACKUP DATA

For a more in-depth quide to these four steps,
download the Path to Compliance ebook ‘Implementing
a Compliant Records Management Programme’ at

ironmountain.co.uk/compliance
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STEP ONE:
CREATING A RECORDS
RETENTION POLICY

The records retention policy dictates how long a record
should be stored before it is destroyed. To develop an
effective policy, your company must have a thorough
understanding of the records that it stores across all
formats, including paper documents, electronic files,
telephone call records and social media.

Research must be conducted to determine the relevant
national and industry regulations for different record types.
This guide will provide an overview, but you are advised to
also seek specialist legal advice to ensure you are compliant
with all relevant obligations for your company.

As well as the information provided in the quide,
seek specialist legal advice to determine:

What are the applicable document retention laws in
your country?

Which document retention laws are applicable to
your industry?

What are the financial penalties and other consequences
of non-compliance?



http://ironmountain.co.uk/compliance
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FOUR STEPS TO A COMPLIANT RECORDS
MANAGEMENT PROGRAMME

STEP TWO:
INDEXING AND ARCHIVING OF RECORDS

Effective indexing and archiving of records will ensure you
can easily locate files and rapidly retrieve them as and
when they are needed. Many organisations consider the
scanning or digitising of paper documents an effective

way to index and archive files while reducing costs through
space saving. The above information covers some of the
issues to consider when scanning and storing documents
to protect their legal integrity, and here are some further
do's and don'ts when implementing a scanning programme:

Get staff support

This is essential for the successful conversion to digital
information. Without staff support, employees may make
their own copies and print outs, resulting in unstructured
archives in multiple locations.

Get legal advice

Take the time to survey the regulatory landscape for your
country and industry, and build in the ability to meet any
regulatory requirements from the outset.
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Only digitise what you need

Documents from existing files that will rarely be retrieved
should only be absorbed into the digital system if and when
they are actually required.

Use internal and external experts

Staff who use the documents reqgularly are in the
best position to recommend effective tags and labels,
guided by external experts.

Effective methods of indexing and archiving print
and digital documents are discussed in more detail
in the Path to Compliance ebook ‘Implementing a
Compliant Records Management Programme’ at

ironmountain.co.uk/compliance



http://www.ironmountain.co.uk/compliance
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BEST PRACTICE FOR COMPLIANT RECORDS MANAGEMENT

FOUR STEPS TO A COMPLIANT RECORDS
MANAGEMENT PROGRAMME

STEP THREE:
ENSURING CERTIFIED DESTRUCTION
OF RECORDS

Before destroying any documents in accordance with your
retention schedule, you should also be aware of the following:

Legal

Check with your legal department to ensure documents
are not required for any ongoing legal proceedings or
statutory minimum retention periods.

Chain of custody

Confidential waste needs to be tracked from the moment it
is designated for destruction until it is destroyed. For certain
documents certification of destruction is required.

Standards

There are standards that govern secure destruction.
Standards cover security processes and the size of the
pieces of shredded paper to ensure your confidential
information cannot be reconstituted.

Costs

If @ 200 employee company produces an average of 400kg
paper waste per week, of which 15% is confidential, what
are the costs of secure destruction? If an average machine
shreds 2.5kg per hour it would take 24 employee hours per
week to shred. On a junior’s salary of £25,000/€30,000,
annual destruction costs could be around £15,000/€18,000.

Source: Secure Information Destruction, Iron Mountain, 201

Environment
Recycling one tonne of shredded paper can save around 15
trees, helping meet environmental targets for your organisation.

Source: Baxter CVG case study

STEP FOUR:
OFF-SITE STORAGE OF BACKUP DATA

Ensure your current data backup programme enables
you to answer the following questions:

What conditions are your media stored in to protect
against environmental damage?

How quickly and easily can you access your backup
data in the event of an emergency?

How is your data stored to protect against security
breaches without compromising the availability of
data that will benefit your business?

What processes do you have available if you are unable
to locate a specific file?

Do you have/require a mix of encrypted and
unencrypted data?

40% OF COMPANIES
CONSIDER NATURAL
DISASTER TO BE THE
BIGGEST THREAT

TO INFORMATION
SECURITY.

SOURCE: EXTREME WEATHER AND BUSINESS CONTINUITY, IRON MOUNTAIN, 2012





Legal requirem

of companies

ISO 15489
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The following legal issues must be
considered when planning a comprehensive
records management programme:

Legal requirements that certain contracts be set
out in writing

REQUIREMENTS TO
SET OUT IN WRITING

Under UK law, certain agreements or instructions
have to be set out in writing. Examples include:

Consumer Credit and Hire-Purchase Agreements

Employment Contracts

The requirement to set certain matters out in writing can
also be prescribed by an agreement. Examples include:

The requirement that changes to an agreement are
explicitly made in writing

Whether legal obligations exist to retain certain records

in paper format

Arbitration Agreements

Legal requirements in respect of the conversion
of written records which belong to a company's
administration into electronic format

Related issues are:

The evidentiary value of electronic records

Wills

Purchase and transfer of stocks and shares

Assignment of Intellectual Property

Contracts for the sale or other disposal of an
interest in land

International technical norms and standards for
the conversion to, retention, and accessibility of
electronic records

Powers of Attorney

Agreements not to tender, or not to tender at
an excessive price

The minimum and maximum retention periods
applying to the records

Legal mortgage

The requirement that certain notices are made in writing

Although certain agreements or notices have to be set out
in writing, this does not bar the possibility of converting the
original paper record into an electronic record that replaces
that paper record. In some cases, however, the paper
version has more evidentiary value in court.
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LEGAL ISSUES THAT AFFECT YOUR RECORDS MANAGEMENT

EVIDENTIARY VALUE
OF ELECTRONIC RECORDS

Electronic records as evidence in legal proceedings

In general, an organisation needs to be able to prove that
the content of a particular electronic document or data
file has not changed since the date of storage. If the data
file is an electronically stored image of an original paper
document, an organisation must be able to prove that the
electronic image is a true representation of the original.

A company presenting a document that has been altered
since its creation, where that document has a clear audit
trail that shows any and all changes since its creation,
may find that document holds a greater ‘weight’ than a
document that cannot show these procedures.

In England and Wales the main statute governing the
admissibility of documents is the Civil Evidence Act 1995.
(The criminal court system involves different requirements;
businesses wishing to adhere to these should contact a
specialist lawyer).

Section 8 states:

Where a statement contained in a document is admissible
as evidence in civil proceedings, it may be proved:
(a) by the production of the original

Section 9 states:

(1) A document which is shown to form part of the records
of a business or public authority may be received in
evidence in civil proceedings without further proof

(b) whether or not that document is still in existence,
by the production of a copy of that document or
of the material part of it, authenticated in such a
manner as the court may approve

It is immaterial for this purpose how many removes
there are between a copy and its original

(2) A document shall be taken to form part of the
records of a business or public authority if there is
produced to the court a certificate to that effect signed
by an officer of the business or authority to which the
records belong

For further guidance, The British Standards Institute has
produced a code of practice for the legal admissibility

and evidential weight of information stored electronically.

It provides an industry-wide benchmark of best practice on
the procedures and documentation required for the audit of
systems producing images that may be used in court.
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LEGAL ISSUES THAT AFFECT YOUR RECORDS MANAGEMENT

LEGAL REQUIREMENTS IN RESPECT OF THE
BOOKS AND RECORDS OF COMPANIES

Minimum retention obligation

Under UK law “Company Records" are defined as

any register, index, accounting records, agreement,
memorandum, minutes or other document required
by the Companies Act to be kept by a company and
any register of its debenture holders (s1134 Companies
Act 2006).

Company records may be kept in hard copy or electronic
form. If they are in electronic form, they must be capable of
being reproduced in hard copy (s1135 Companies Act 2006).
The company must take precautions against falsification of
the records (s1138 Companies Act 2006).

Whether certain documents such as employment contracts
need to be retained for a minimum period of six years,

has to be evaluated based on their content. For instance,
documents should be retained for at least six years if

they contain rights and obligations not covered by any
other documentation.

Maximum retention periods

To the extent records contain personal data as defined
by the Data Protection Act 1998, these records may not
be kept (at least not in a form that allows data subjects
to be identified - see below) for a longer period than

is necessary for achieving the purposes for which the
personal data were collected or subsequently processed.
What period is “necessary” and therefore what maximum
retention period applies differs per category of record
and shall in no case be shorter than applicable statutory
minimum retention periods.

After these maximum retention periods have lapsed,
the documents should be either (i) securely disposed

of or (ii) de-identified (i.e. all references to data subjects
should be rendered unreadable).

This guide provides an overview of minimum as well
as maximum data retention periods.

Retention of certain records in paper format

In general documents need not be retained in paper
format unless the appropriate regulatory body has made
a specific exception which requires the original to be kept.

Conversion requirements

Documentary evidence can be stored in an electronic
format, as long as an original copy is capable of being
produced from the electronic copy. (The term ‘original’
meaning a copy which is equivalent in every relevant legal
respect in its characteristics to the original document no
matter how many times removed it is from an original paper
document.) This implies a high standard of legibility for
electronic images such that no ambiquity of interpretation
is introduced that does not derive from the original.





15

LEGAL ISSUES THAT AFFECT YOUR RECORDS MANAGEMENT

1SO 15489

In the context of a record’s evidentiary value, the ISO
15489 is the leading standard providing quidance on the
maintenance of an archive system, regardless of its form
or medium. The standard has been implemented in the
United Kingdom as BS ISO 15489-1:2001 (along with the
accompanying technical report, PD ISO/TR 15489-2:2001).
The main points contained in the ISO standard regarding
the retention of records in an archive are:

Retention conditions and treatment processes should be
designed to protect records against unauthorised access,
loss or destruction, as well as against theft and calamities

Organisations should have a policy and guidelines on the
conversion or migration of records from one archiving
system to another

Systems for the retention of electronic records should be
designed in such a way that the records remain accessible,
authentic, reliable and usable during their retention
period, regardless of any systems changes

The British Standards Institute has released a series
of four accompanying publications for BS ISO 15489-
1:2001, entitled 'Effective Records Management'.

The series includes a management guide, advice on
implementation and performance management, and
options for selecting a practical level of compliance
to suit a particular organisation.
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QUICK REFERENCE RETENTION GUIDE

DOCUMENT RETENTION PERIODS

The following is a quick reference guide for document retention periods under UK law as applicable and in force on
31 January 2013. Please note that this is not an exhaustive list and that legal document retention requirements may
be subject to change. Please also see our general disclaimer on page 33.

RETENTION
l DOCUMENT DESCRIPTION PERIOD

GENERAL COMPANY RECORDS I

1

START OF THE
RETENTION PERIOD

RELEVANT LEGAL PROVISION

General obligation for retention of company accounts, books and accounts and records 3 years The date on which the records were made  Section 388(4)(a)(b) Companies Act 2006
For a private company
For a public company 6 years
Obligation on credit institutions; financial institutions; auditors, insolvency 5 years The date on which the transaction Regulation 19 of the Money Laundering
practitioners, external accountants and tax advisers; independent legal is completed or the date on which Regulations 2007
professionals; trust or company service providers; estate agents; high value the business relationship ends
dealers; and casinos acting in the course of business to retain records

2 | Shareholder's resolution (copy), Articles of incorporation (copy), Shareholders' Minimum: N/A N/A (except for documents N/A (except for documents mentioned below)
register (original), Board resolutions (copy), Standing orders (copy), Boards and (except for mentioned below)
shareholders’ meetings minutes, Supervisory Board's rules of procedure (copy), documents

Supervisory Council's rules of procedure (copy)

mentioned below)

Board meetings' minutes and resolutions (copy)

Minimum 10 years

The date of the meeting

Section 248 Companies Act 2006

Obligation to keep all copies of members' resolutions passed otherwise than
at general meetings (which includes all written resolutions), minutes of general
meetings, and details of decisions provided by a sole member

Minimum 10 years

The date of the resolution,
decision or meeting

Section 355 Companies Act 2006

Obligation to keep provisions to resolutions and meetings of the holders of a class
of shares and, in the case of a company without share capital, to a class of members

Minimum 10 years

The date of the resolution
or meeting

Section 359 Companies Act 2006

Membership records

Minimum: The
legislation does not
prescribe a time
period for which the
register must be kept!

The date the member joins

Section 113 Companies Act 2006

Obligation to keep a copy of the contract or a memorandum of the terms
of the contract relating to a purchase by the company of its own shares

Minimum 10 years

Either the date on which the purchase of
all the shares pursuant to the contract

is completed, or the date on which the
contract otherwise determines

Section 702 Companies Act 2006

Obligation to keep a copy of directors’ service contracts (or a memorandum
of the terms)

Minimum 1year from
the date of expiry or
termination of the
contract. No specific
maximum retention
period, general rules on
retention of personal
data will apply.

The date of termination or expiry

Section 227 Companies Act 2006

' The recommended time period is the life of the company plus 20 years.
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RETENTION START OF THE
. DOCUMENT DESCRIPTION PERIOD RETENTION PERIOD RELEVANT LEGAL PROVISION

GENERAL COMPANY RECORDS

3 | Financial statements, audit reports, etc See section 1

4 | Profit and loss accounts See section 1

5 | Records and documents of the dissolved legal entity It is recommended The date of the dissolution of the
that membership legal entity

records be retained
for 20 years

6 | Membership records in a cooperative association Cooperative associations are not common under UK law. The requirements pertaining to such associations are likely
to depend on their specific structure, for example if it includes any bodies corporate. Some of these associations
may be subject to specific historic statutory regimes. Requirements may also apply depending on the sector in
which the association operates, such as financial services.

7  Subsidy records and documents This is likely to depend on the nature of the subsidy and/or the sector in which the recipient of it operates
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8

RETENTION START OF THE
DOCUMENT DESCRIPTION PERIOD RETENTION PERIOD

AX AND ACCOUNTING REC

RELEVANT LEGAL PROVISION

GENERAL TAXES

General obligation of taxpayers to provide (upon request of the tax inspector) all
information that may be relevant to their tax position, including all books, records
and other data carriers

See specific
requirements below

See specific requirements below

See specific requirements below

For persons carrying out a trade, profession or business

The latest of:

- the fifth anniversary
of the 31 January next,
following the year of
assessment, where the
return is for a tax year;
- the sixth anniversary
of the end of the
period, where the
return is for a period
that is not a tax year;

- the completion of

an enquiry into the
return; or

- the day on which

the enquiry window
for that return closes
without an enquiry
being opened

The date on which the records
were made

Section 12B, Taxes Management Act 1970

For persons not carrying out a trade, profession or business

The latest of:

- the first anniversary
of 31 January next,
following the year

of assessment;

- the completion

of any enquiry into
the return; or

- the end of the day
on which the enquiry
window closes

The date on which the records
were made

Section 12B, Taxes Management Act 1970

Keeping an administration, including books, records and other data carriers from
which the taxpayer can at all times show their rights and obligations in the interest
of levying taxes

See general
obligation above

See general obligation above

See general obligation above

Organisations are obliged to provide the tax inspector (only upon request) with
information relevant to the tax liabilities of third parties

In cases where an organisation is legally required to withhold tax payments to
third parties (e.g. VAT), these organisations may also be required to provide, on
their own initiative, the tax authorities with information about these third parties

We would recommend that persons retaining income tax records also retain
national insurance records

3 years (because
national insurance
is linked to PAYE tax:
see section 15)

The date on which the records
were made

Regulation 97 of The Income Tax (PAYE)
Regulations 2003/2682
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A company is obliged to keep records of all delivery of goods or services, all
intra-European Community acquisitions, all imports and exports, and all other
information relevant for VAT purposes

General obligation to keep at least the following records: (i) VAT invoices sent and
received; (ii) documentation relating to supplies and acquisitions within the EU;
(iii) documentation relating to goods imported from, and exported to, outside
the EU. More specifically, the following records should be kept: annual accounts
(including profit and loss accounts), bank statements and paying-in slips, cash
books and other account books, credit or debit notes you issue or receive,
documentation relating to dispatches/acquisitions of goods to/from EC Member
States, documents or certificates supporting special VAT treatment such as
relief on supplies to visiting forces or zero-rating by certificate, import and
export documents, orders and delivery notes, purchase and sales books,
purchase invoices and copy sales invoices, records of daily takings such

as till rolls, relevant business correspondence and VAT accounts.

Minimum 6 years

RETENTION START OF THE
EREE R PERIOD RETENTION PERIOD

The date on which the records
were made

RELEVANT LEGAL PROVISION

Paragraph 6, Schedule 11, VAT Act 1994 and
HMRC Notice 700/21 (December 2007)

Obligation to keep records and other data carriers relating to the ownership of
real estate and rights relating thereto

Records only
required insofar as
they are required
under another tax
record-keeping
requirement to
which the real estate
ownership relates

Stamp duty land tax: Obligation on a purchaser who is required to deliver a land
transaction return to retain records

The latest of:

- the sixth
anniversary of the
effective date of

the transaction;

- the date on which an
enquiry into the return
is completed; or

- if there is no
enquiry, the date on
which HM Revenue
& Customs no
longer have power
to enquire into

the return

The date on which the records
were made

Paragraph 9, Schedule 10, Finance Act 2003

20
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RETENTION START OF THE
. DOCUMENT DESCRIPTION PERIOD RETENTION PERIOD RELEVANT LEGAL PROVISION

AX AND ACCOUNTING REC

12

Taxpayers are obliged to have available all information that deals with intra-group
price setting, so that the Tax Authorities can check transfer prices and other
conditions agreed upon in intra-group transactions

No specific
requirement to
retain these records,
but to the extent
they are required to
calculate corporation
tax liabilities, they
should be retained
under the general
provision (below)

Obligation for companies and unincorporated associations that may be required
to make a company tax return to retain their records and supporting documents

Obligation to have an administration showing the payment of dividends,
and the obligation to issue dividend notes

GENERAL CUSTOMS TAX

Keep an administration as per the requirements set out in the General Customs
Act, including books, records and other data carriers. General obligation of
taxpayers to provide (upon request of the customs authority) all information
which may be relevant to them, including making available all books, records
and other data carriers.

The latest of:

- the sixth
anniversary of

the end of the
accounting period;

- the date any enquiry
into the return is
completed; or

- the day on which
the enquiry window
for the return closes

Minimum 3 years

The date on which the records
were made

In the case of goods released for free
circulation or goods declared for
export, from the end of the year in
which the customs declarations for
release for free circulation or export
are accepted. Different start dates
apply for goods which do not meet
these criteria.

Paragraph 21, Schedule 18, Finance Act 1998

DIVIDEND WITHHOLDING TAX

Although no specific retention periods apply,
the obligation itself is found in section 1104 of
Corporation Tax Act 2010

Article 9, Regulation (EC) No. 450/2008 of the
European Parliament and of the Council of 23 April
2008 laying down the Community Customs Code

Obligation on a revenue trader to retain records

Minimum 6 years

The date on which the records
were made

Section 118A, Customs and Excise Management
Act 1979

14

‘ Regional and municipal taxes
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RETENTION START OF THE
. DOCUMENT DESCRIPTION PERIOD RETENTION PERIOD RELEVANT LEGAL PROVISION

| PAYROLL AND SALARY RECORDS |

15 | Obligation to retain records for the purposes of tax returns including wage/salary Mlnlmum 6 years The end of the assessment perlod Section 12B Taxes Management Act 1970

records, records of overtime, bonuses and expenses

Obligation on unincorporated businesses to retain payroll and wage records Minimum 5 years After 31 January following the year Sections 12 and 15, Taxes Management Act 1970
of assessment

Obligation on companies to retain payroll and wage records Minimum 6 years The financial year in which payments | Schedule 18, paragraph 21, Finance Act 1998
are made

Obligation to retain maternity pay records Minimum 3 years The end of the tax year in which Regulation 26, Statutory Maternity Pay
the maternity pay period ends (General) Regulations 1986 (S11986/1960)

Obligation to retain sickness records required for the purpose of statutory sick pay = Minimum 3 years The end of the tax year in which Regulation 13, Statutory Sick Pay (General)
payments are made Regulations 1982 (S11982/894

Obligation to retain Pay As You Earn (“PAYE") records, (the system for collecting Minimum 3 years The end of the financial year to Regulation 97 Income Tax (Pay As You Earn)

income tax and national insurance contributions from employees’ salaries). which the records relate Regulations 2003 (SI1 2003/2682)

The relevant records include wages sheets, deductions working sheets and
calculations of the PAYE income of the employees and relevant payments to
the employees.

16 = A company needs to include information about employees in its administration,
including name, date of birth, tax registration number and address. In addition,
requests from employees to apply a wage withholding tax discount must be
retained in the company’s administration.

. TYPE OF DOCUMENTS LIKELY TO BE ALSO SUBJECT TO A MAXIMUM RETENTION PERIOD BASED ON DATA PROTECTION RULES

17 Payroll records (wages, tax and social security records, payslips, overtime Minimum retention
compensation, bonuses, expenses, benefits in kind) period: see section
15. No specific
maximum retention
period, general
rules apply.
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23

18

Employment contract, including personnel and training records, written particulars
of employment, changes to terms and conditions

Maximum 6 years
after employment
ceases

The date that the documents
are created

RETENTION START OF THE
. DOCUMENT DESCRIPTION PERIOD RETENTION PERIOD RELEVANT LEGAL PROVISION

HR/EMPLOYMENT/PENSION RECORDS | |

Section 5 Limitation Act 1980 and Data Protection

Act 1998

19  Identification documents of foreign nationals (ensuing from the obligation to Minimum 2 years The date of termination Section 6(b) Immigration (Restrictions on
retain copies of documents used to perform immigration checks) of employment Employment) Order 2007/3290

20 | Business data and documents concerning pension schemes and related subjects Minimum 6 years From the end of the year in Regulation 15 Retirement Benefits Schemes
(ensuing from obligation to retain records relating to an approved pension scheme which the accounts were signed (Information Powers) Regulations 1995
or a statutory pension scheme, including accounts and actuarial valuation reports (S11995/3103)
relating to the scheme)
Administration regarding pension scheme (by pension administrator and
pension association)

21 | Pension plans and schemes, career and talent development programmes, See section 20

22

diversity programmes, other HR policies (e.g. alcohol and drugs policy,
HIV/AIDS policy, personnel handbook), social plans

Data of rejected job applicants (e.g. application letters, CVs, references, certificates
of good conduct, job interview notes, assessment and psychological test results)

The legislation
does not prescribe
a time period'

The date the document is received
or created

TYPE OF DOCUMENTS LIKELY TO BE ALSO SUBJECT TO A MAXIMUM RETENTION PERIOD BASED ON DATA PROTECTION RULES

Guidance from The Information Commissioner:
Employment Practices Code Part 1: recruitment

and selection (1.7.5)

23

Data concerning a temporary worker

Maximum 6 years
after employment
ceases

The date that the documents
are created

Section 5 Limitation Act 1980 and Data Protection

Act 1998

24

Reports on employee performance review meetings and assessment interviews
(e.g. evaluations, employment application forms of successful applicants, copies
of academic and other training received, employment contracts and their
amendments, correspondence concerning appointment, appraisals, promotions
and demotions, agreements concerning activities in relation to the works council,
references and sick leave records)

Maximum 6 years
after employment
ceases

The date that the documents
are created

Section 5 Limitation Act 1980 and Data Protection

Act 1998

"The Information Commissioner recommends a short period of time, perhaps 6 months after notifying unsuccessful candidates. Longer would be possible if there is a clearly communicated policy to keep candidates’ CVs for future

reference. (Application forms should give applicants the opportunity to object to their details being retained.)
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RETENTION START OF THE
. DOCUMENT DESCRIPTION PERIOD RETENTION PERIOD RELEVANT LEGAL PROVISION

HR/EMPLOYMENT/PENSION RECO

TYPE OF DOCUMENTS LIKELY TO BE ALSO SUBJECT TO A MAXIMUM RETENTION PERIOD BASED ON DATA PROTECTION RULES

25 | Employee stock purchase and option records Minimum retention
periods may

apply, depending
on the nature

of the scheme.
Maximum retention
periods may apply,
depending on

the nature of

the scheme.

26 | Copy of identification documents Minimum retention The date that the documents Section 5 Limitation Act 1980
period: see section are created
19. Maximum 6 years
after employment

ceases.
27 | Expats records and other records relating to foreign employees (e.g. visa, work permit) Minimum retention The date that the documents Section 5 Limitation Act 1980
period in respect are created

of the documents
used to perform
immigration checks:
see section 19.

In respect of other
records, the regime
relating to UK
nationals will

apply: see sections
22 - 26. Maximum

6 years after
employment ceases.

28 | Data concerning pension and early retirement See sections 18, 20 and 21

24
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25

RETENTION START OF THE
l DOCUMENT DESCRIPTION PERIOD RETENTION PERIOD RELEVANT LEGAL PROVISION

| MEDICAL/SAFETYRECORDS |

29

Medical (occupational health & safety company doctor) files,
medical documents in cases of a medical treatment contract

Specmc statutory
rules may apply, for
example in relation
to asbestos exposure
at work. General
rules in relation

to data protection
will apply.

30 | Floor plans and directions Specific statutory rules may apply, depending on the nature of the business

31 | Work-related medical examinations related to hazardous substances (ensuing Minimum 40 years The date of the last entry made in Regulation 10(5), Control of Substances Hazardous
from the obligation on an employer who is monitoring employees under health the record to Health Regulations 2002, SI 2002/2677
surveillance to maintain the health record for each employee)

32 | List of employees who have worked under dangerous conditions or whose health Minimum 5 years. The date of the last entry made in Regulation 10(5), Control of Substances Hazardous
has otherwise been under threat (ensuing from the obligation on an employer to Unless the record is the record to Health Regulations 2002, SI 2002/2677
monitor exposure of employees to substances hazardous to health to maintain a representative of the
record of the monitoring, or summary thereof) personal exposures

of identifiable
employees, in which
case 40 years.
33 | Register of employees who work with 3rd and 4th category biological agents Minimum 40 years The date of the last entry made in Schedule 3, paragraph 4, Control of Substances
the record. Hazardous to Health Regulations 2002, SI 2002/2677

34 | Lists/register of employees who have been exposed to asbestos dust, Minimum 40 years The date of the last entry made in Regulation 22(1) Control of Asbestos Regulations
including health records of each employee the record 2012, S1 2012/632

35  Administration concerning measurements of radioactive substances Given that this Retention Guide aims to provide general guidance only, we have not addressed these specific

requirements. We would advise businesses operating in this sector to seek further advice.

36 | Records of radiation Given that this Retention Guide aims to provide general guidance only, we have not addressed these specific

requirements. We would advise businesses operating in this sector to seek further advice.

37 | Medical records of employees who have possibly been exposed to ionizing radiation | See sections 31and 32
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RETENTION START OF THE
. DOCUMENT DESCRIPTION PERIOD RETENTION PERIOD RELEVANT LEGAL PROVISION

MEDICAL/SAFETY RECORDS
. TYPE OF DOCUMENTS LIKELY TO BE ALSO SUBJECT TO A MAXIMUM RETENTION PERIOD BASED ON DATA PROTECTION RULES

38 | Registration of work and rest periods (in appropriate format) Minimum retention The date that the records are made Regulations 5 and 9 Working Time Regulations 1998
Obligation to retain working time opt-out forms period: 2 years. No (511998/1833)

specific maximum
retention period,
general rules apply.

Obligation to retain records to show compliance with the Working Time Regulations 1998 | Minimum retention After the relevant period Regulations 5, 7 and 9 Working Time Regulations
period: 2 years. No 1998 (S511998/1833)

specific maximum
retention period,
general rules apply.

Obligation to retain records in relation to hours worked and payments made to workers Minimum retention The day upon which the pay Section 9, National Minimum Wage Act 1998
period: 3 years reference period immediately Regulation 38 National Minimum Wage
No specific maximum  following that to which they Regulations 1999
retention period, relate ends
general rules apply.
39 | Necessary data for emergency medical care, individual reintegration plans, Maximum 6 years The date that the documents Section 5 Limitation Act 1980 and Data Protection
individual treatment agreements, degree of incapacity for work, required after employment are created Act 1998
workplace adaptations ceases

RETENTION START OF THE
l DOCUMENT DESCRIPTION PERIOD RETENTION PERIOD RELEVANT LEGAL PROVISION

| TRANSPORTRECORDS |

40 | Administration regarding transport of biofuels and biofuels stock control leen that this Retentlon Guide aims to provide general gwdance only, we have not addressed these specific
requirements. We would advise businesses operating in this sector to seek further advice.

41 | Loading or unloading plan (by captain or terminal representative) Given that this Retention Guide aims to provide general guidance only, we have not addressed these specific

requirements. We would advise businesses operating in this sector to seek further advice.

42 | The captain of a ship on its way from an EU port, and the manager of the harbour Minimum: Until at Regulation 11, Merchant Shipping and Fishing
it has just left, must both retain data passed onto the appropriate authorities as least the next port Vessels (Port Waste Reception Facilities)
required by the Port Reception Facilities Directive (registration of quantity waste of call is reached Regulations 2003/1809
and other materials on board)

26
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43

44

45

46

47

48

49

50

51

52

Data regarding chemicals or environmentally dangerous substances, and
preparations for these which a company has manufactured, imported or supplied

The names and addresses of the clients/buyers of the above mentioned substances
and preparations

Documents related to an environmental permit

Registered data concerning the recycling or disposal of waste materials
(waste bookkeeping)

Registered data concerning the transfer of industrial or hazardous waste
to another party for collection or disposal

Documents on results of inspections on the discharge of domestic waste water

Documents containing audits on radioactivity and all results of measurements taken

Relevant documents from the manufacturer concerning conformity assessment/
statement of an energy-consuming product

Technical documentation and declaration of performance on construction products

The recipient of subsidies for clean-up operations must retain administration
regarding the rights and obligations, and receipts and payments, related to
those subsidies

Accident reports (ensuing from obligation on an employer to retain records of any
reportable accident, death or injury in connection with work)

A copy of the documents concerning the transfer of waste materials sent by
the competent authority

Section 49 Regqulation 1272/2008/EC
Article 36 of the Regulation 1907/2006/EC (REACH)

The date the manufacturer, importer,
downstream user and distributor last
manufactured, imported, supplied or
used the substance or preparation

Minimum 10 years

The date the substance or the
mixture was last supplied by
that supplier

Article 49 of the Regulation No 1272/2008
on classification, labeling and packaging of
substances and mixtures

Minimum 10 years

Specific provisions may be applicable, depending on the nature of the permit. In any event, permits should be kept
for as long as they are valid, and thereafter for a period sufficient to protect the company's legitimate interests in
the event of any potential liability claim or litigation.

Given that this Retention Guide aims to provide general guidance only, we have not addressed these specific
requirements. We would advise businesses operating in this sector to seek further advice. Please also see
sections 51 - 55.

The date the product was
last manufactured

Regulation 9, Ecodesign for Energy-Related Products
Regulations 2010/2617

Regulation (EU) No 305/2011, laying down
harmonised conditions for the marketing of
construction products and repealing Council
Directive 89/106/EEC

Minimum 10 years

The date the product was placed on
the market

Minimum 10 years

Given that this Retention Guide aims to provide general guidance only, we have not addressed these specific
requirements. We would advise businesses operating in this sector to seek further advice.

Minimum 3 years.
Maximum: General
retention restrictions
regarding personal
data will apply.

The date the report was made Regulation 7, Reporting of Injuries, Diseases and

Dangerous Occurrences Regulations 1995/3163

Article 20 of the Regulation (EC) No 1013/2006 on
Shipments of Waste

Minimum 3 years The date when the shipment starts

Obligation on the transferor and transferee of controlled waste to retain a
Transfer Note for consignments of controlled waste

Documents containing train number, date and time of checks, identified
irregularities, and measures taken

Minimum 2 years The date of the transfer Regulation 35(6), Waste (England and Wales)

Regulations 2011 (SI 2011/988)

Regulation 31, Carriage of Dangerous Goods and Use
of Transportable Pressure Equipment Regulations
2009/1348

Minimum 3 months The date of completion of the

carriage in question

Obligation on a carrier of hazardous waste to retain carrier's notes

Minimum 12 months The date of delivery of the waste

to its destination

Regulation 50(2) Hazardous Waste (England and
Wales) Regulations 2005 (as amended)
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RETENTION START OF THE
l DOCUMENT DESCRIPTION PERIOD RETENTION PERIOD RELEVANT LEGAL PROVISION

| ENVIRONMENTAL RECORDS |

53

The operator of a dumpsite must retain the description of the waste materials
under certain circumstances. This ensues from the obligation on any person who
tips hazardous waste (whether by disposal or storage) on any land to record,
identify and retain a record in a register’

If the person does not
have a waste permit
pursuant to which
the site is operated:

3 years. If the person
has a waste permit
pursuant to which the
site is operated: i) 5
years; or ii) until that
permit is surrendered
or revoked.

Obligation on any person who disposes of hazardous waste in or on land
(other than a disposal covered by the above), recovers hazardous waste
in or on land, or receives hazardous waste at a transfer station’

If the person does not
have a waste permit
pursuant to which

the site is operated:
until the waste leaves
the site and then

3 years thereafter.

If the person has a
waste permit pursuant
to which the site is
operated: i) 5 years; or
ii) until that permit

is surrendered

or revoked.

The date of deposit of the waste

Regulation 47(5)(c) - 47(5A) and Requlation 48(6) -
48(6A) Hazardous Waste Regulations 2005
(England and Wales) (as amended by Waste
(England and Wales) Regulations 2011/988)

Regulation 50(2) Hazardous Waste (England
and Wales) Regulations 2005 (as amended)

54

The operator of a dumpsite must retain the samples of analysis done on the
collected waste materials

Obligation on an establishment which carries on an exempt waste operation
to retain records

Minimum 3 years,
if the operation
involves the
treatment of
hazardous waste;
otherwise: 2 years

The date of the operation

Regulation 14(4)(a) Environmental Permitting
Regulations 2010 (SI 2010/675)

55

Written and electronic data from which information has been derived to describe
the nature, quality and composition of the waste material ensuing from the general
obligation on a producer, holder or consignor of hazardous waste to retain records

Minimum: Whilst
the holder of the
waste and then for
a further 3 years

The date on which the waste is
transferred to another person

Regulation 49(3) Hazardous Waste (England and
Wales) Regulations 2005 (as amended)

56

Transmission systems operators need to retain all records of quality indicators

Given that this Retention Guide aims to provide general guidance only, we have not addressed these specific

requirements. We woul

d advise businesses operating in this se

ctor to seek further advice.

57

Technical documentation based on Directive 2000/14 of the European Parliament
and of the Council of 8 May 2000 on the approximation of the laws of the Member
States relating to the noise emission in the environment by equipment for use
outdoors and EC-statement

Minimum 10 years

The date on which the type of
equipment was last manufactured

Regulation 7, Noise Emission in the Environment by
Equipment for use Outdoors Regulations 2001/1701

28

" The specific details which must be included in the record are set out in the relevant provision of the Hazardous Waste (England and Wales) Regulations 2005, as amended.





QUICK REFERENCE RETENTION GUIDE

INSURANCE RECORDS

58 | Insurance policies Specific provisions may be applicable, depending on the nature of the insured risk. In any event, policies should be
kept for as long as they are valid, and thereafter for a period sufficient to protect the company’s legitimate interests
in the event of any potential liability claim or litigation.

RETENTION START OF THE
. DOCUMENT DESCRIPTION PERIOD RETENTION PERIOD RELEVANT LEGAL PROVISION

RETENTION START OF THE
. DOCUMENT DESCRIPTION PERIOD RETENTION PERIOD RELEVANT LEGAL PROVISION

MARKETING RECORDS

59 | The use of automatic call systems without operator intervention and electronic
messages for the sending of unrequested communications for commercial,
non-commercial or charitable purposes is allowed, provided the sender can
demonstrate that prior consent was given by the subscriber

RETENTION START OF THE
l DOCUMENT DESCRIPTION PERIOD RETENTION PERIOD RELEVANT LEGAL PROVISION

PURCHASING RECORDS

60 | An organisation is obliged to record all delivery of goods or services, See sections 8 and 9
all intra-European Community acquisitions, all import and export,
and all other information relevant for VAT purposes.

61 | General ledger, accounts receivable department, accounts payable department, See sections 1and 8
(procurement and) sales administration, inventory records

62 | Procurement records

. TYPE OF DOCUMENTS LIKELY TO BE ALSO SUBJECT TO A MAXIMUM RETENTION PERIOD BASED ON DATA PROTECTION RULES

63 | Debtors and creditors records Minimum retention period: these records should be kept for as long as they are relevant to the operations of the
business. No specific maximum retention period: general rules apply (in the likely event that they contain personal
data, they should not be retained for longer than is necessary for these purposes).

64 | Customers and suppliers records Minimum retention period: these records should be kept for as long as they are relevant to the operations of the
business. No specific maximum retention period: general rules apply (in the likely event that they contain personal
data, they should not be retained for longer than is necessary for these purposes).

29
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| LEGAL FILES/CONTRACTS & AGREEMENTS |

65

Intellectual property records

Minimum: Leglslatlon
does not prescribe

a time period.
However, we would
recommend retaining
documents for the
life of the intellectual
property right

and for 6 years
afterwards.

The date of reglstratlon of the
intellectual property record

RETENTION START OF THE
. DOCUMENT DESCRIPTION PERIOD RETENTION PERIOD RELEVANT LEGAL PROVISION

Section 5 L|m|tat|on Act 1980

66

Contracts, agreements and other arrangements

Minimum: For
the length of

the contract or
agreement and 6
years afterwards.

The date of execution of the
service agreement

Section 5 Limitation Act 1980

67

Permits, licences, certificates

Specific provisions will apply, depending on the nature of the permit, licence or certificate. In any event,
such documents should be kept for as long as they are valid, and thereafter for a period sufficient to protect
the company's legitimate interests in the event of any potential liability claim or litigation.

68

Confidentiality and non-competition agreements (if a penalty is attached to the
non-competition or confidentiality clause)

Minimum: For
the length of

the contract or
agreement and 6
years afterwards.

The date of execution of the
service agreement

Section 5 Limitation Act 1980

69

Legal files concerning provision of services (e.g. by lawyers, accountants,
notaries, architects, brokers, veterinary surgeons, etc)

Minimum: Legislation
does not prescribe

a time period.
However, we would
recommend retaining
documents for the
life of the service
provision and for 6
years afterwards.

The date of execution of the
service agreement

Section 5 Limitation Act 1980

30
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RETENTION START OF THE
. DOCUMENT DESCRIPTION PERIOD RETENTION PERIOD RELEVANT LEGAL PROVISION

OTHER RECORDS

70  Correspondence Maximum: To the Fifth data protection principle, Data Protection
extent that the Act 1998
correspondence

contains personal
data, it should not be
kept for longer than
is necessary for the
lawful purposes for
which such personal
data was processed

Registers of transfers into other EU countries

71 | The processing of personal data, if this differs from the process as notified to

the DPA
. TYPE OF DOCUMENTS LIKELY TO BE ALSO SUBJECT TO A MAXIMUM RETENTION PERIOD BASED ON DATA PROTECTION RULES
72  Personal data of employees in network systems, computer systems, No specific maximum Fifth data protection principle, Data Protection
communication equipment used by employees, access controls and retention period, Act 1998
other internal management/administration general rules apply
73 | Login and logout data of visitors No specific maximum Fifth data protection principle, Data Protection
retention period, Act 1998
general rules apply
74  Camera recordings Maximum: There is Fifth data protection principle, Data Protection
no specified period Act 1998
in the legislation,
but the guidance

of the Information
Commissioner's
Office confirms

that images should
not be kept for
longer than strictly
necessary to meet
the organisation’s
purposes in
recording them.

On occasion, an
organisation may
need to retain
images for a longer
period where a law
enforcement body is
investigating a crime.
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Bristows

Bristows LLP is a full service law firm based in London.
Bristows works with leading clients from across the
sectors and offers a true spectrum of legal expertise, both
contentious and non-contentious. Our team of commercial
IT lawyers, headed by Mark Watts, advise on a wide range
of matters from the more established realms of commercial
IT contracts, telecommunications projects and business
process outsourcing through to the constantly evolving
online world, covering topics such as social networking and
interactive media. More than half of our IT lawyers have
backgrounds in IT or engineering, giving Bristows a level

of technical expertise that is unique among UK law firms.

We also have one of the largest data protection and

privacy teams in Europe, with a particular focus on enabling
multinationals to legitimise their international data transfers.
Our expertise in this area is increasingly called upon by
leading global players in the cloud computing market

and by organisations looking to exploit the opportunities
presented by emerging “big data” technologies. The firm's
clients include some of largest companies in the technology,
media and telecoms industries and our reputation means
we have been sought out to advise on many of the headline-
grabbing cases in recent years, from major outsourcing
projects and brand protection to mergers & acquisitions,

tax and major disputes.

More information: www.bristows.com



London.Bristows

London.Bristows

http://www.bristows.com
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This Document Retention Guide United Kingdom 2013 (the "“Guide") is jointly issued by Bristows LLP, De Brauw Blackstone
Westbroek and Iron Mountain. The Guide provides an overview of the document retention periods in the United Kingdom
as applicable and in force on 31 January 2013. Please note that the Guide is not an exhaustive list and that legal document
retention requirements may be subject to change. The information contained in the Guide should not be relied or acted
upon without first seeking the advice of a competent legal adviser. Bristows LLP, De Brauw Blackstone Westbroek and Iron
Mountain shall not be liable for any damages resulting from any use of the information contained in the Guide.

De Brauw

De Brauw is a premium full-service international law firm
advising more than 70 per cent of the largest companies
headquartered in the Netherlands in their international
work. De Brauw's ICT compliance practice (headed by Lokke
Moerel) employs twenty lawyers, who devote their time
to advising multinationals on their global ICT compliance
covering the entire field of data protection, IT security,
e-commerce, records management and cyber crime.

The group developed extensive EU compliant standard
documentation, which is available for reqgular clients.
The ICT compliance practice of De Brauw is consistently
ranked first tier by Chambers Europe and Legal 500.

More information: www.debrauw.com

Iron Mountain

Iron Mountain Incorporated (NYSE: IRM) provides
information storage and management services that

help organisations lower the costs, risks and inefficiencies
of managing their physical and digital data. The company'’s
solutions enable customers to protect and better use their
information so they can optimise their business and ensure
proper recovery, compliance and discovery. Founded in
1951, Iron Mountain manages billions of information assets,
including business records, electronic files, medical data
and more for organisations around the world.

More information: www.ironmountain.co.uk



http://www.debrauw.com

http://www.ironmountain.co.uk
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